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URL DESCRIPTION
https://dev-smarthome.vgbn.com/api/qc/v1 Internal (development)
https://smarthome.viewgwest.com/api/qc/v1 Main (production)
https://smarthome.viewqwest.com/api/qc/v3 Test (production)

API bitbucket documentation
* https://bitbucket.org/vgha/whale-thing/src/master/api-doc.md

Environment Variables : .env (file has been located in main project file root)

REACT_APP_API_HOST="https://dev-smarthome.vgbn.com"
REACT_APP_DASHBOARD_HOST="http://localhost:3005"
REACT_APP_DASHBOARD_USER_HOST="http://localhost:3006"
REACT_APP_DASHBOARD_HUB_HOST="http://localhost:3007"
REACT_APP_DASHBOARD_BILLING_HOST="http://localhost:3007"

Proxy Pass : /src/setupProxy.js
proxy pass is used for URL & CORS configurations.

express = require('express')
proxy = require('http-proxy-middleware')

app.use('/api', proxy(options))
app.use('/qc/vl', proxy(qcOption))


https://dev-smarthome.vqbn.com/
http://localhost:3007/
http://localhost:3007/
http://localhost:3006/
http://localhost:3005/

User Login :
API : /auth/login

Request [POST] (application/json)

{

"username": "Masoud",
"password"”: "mock_password"

}

Response (200)
{

"access_token": "mock_access_token",

"uid": "mock_uid"

}

PORT : 3005

Sign in
Email Address *

rimsnet@gmail.com

[] remember me

SIGN IN

Username : Admin
Password : test123#



Vesta Dashboard :
This dashboard is used for navigating to specific Hubs listing, User management & Billing.

* Dashboard —PORT:3005 (URL : 3005/)
* Manage Hubs — PORT:3007 (URL : 3007/hubs)
* Manage Users — PORT:3006 (URL : 3006/users)

Bitbucket Repository :
¢ Dashboard : https://bitbucket.org/vaha/dashboard

e User : https://bitbucket.org/vaha/dashboard-user
e Hub : https://bitbucket.org/vgha/dashboard-hub

we have implemented 3 nodejs modules to handle project.

... (Projects) Nodejs etc

PORT 3006

.env file covers the environment variable

[ E Elements Console  Security Sources  Audits Network  Performance Memory  Application

Application G @ X Filer
W Manifest Key | Value
X Service Workers credential {"uid":"5c244914413d63e3a93765F4", "access_token”: "ey hbGeiOiJiUz!]]

B Clearstorage

Vesta Dashboard

v {uid: "5c244914413d63e3a9376574", .}

illi Cache = . = -
HUbS Users B”"ng access_token: "eyJhbGci0iJIUzIINil9.eylzdWI10iJhdXRoL3F)TiwiZXnwIjoxNTU30T

= CachesStorage uid: "5¢244914413d63e3a93765F4"
Manage All Hubs Manage Users Billing 2= Application Cache

Storage

w BE Local Storage

E2 http:/flocalhost:3005
. [ » EE Session Storage

£ indexedDB
£ websQL
» @& Cookies

Frames

» Otop

PORT : 3005

*api key shall be stored in browser localStorage memory as JSON


https://bitbucket.org/vqha/dashboard-hub
https://bitbucket.org/vqha/dashboard-user
https://bitbucket.org/vqha/dashboard

Manage Hub

PORT : 3007/hubs

Hubs

Manage All Hubs

Hubs Listing

APIs :
» listing all hubs - /api/thing/hub/all/<pageNumber>
* listing by serial number — /api/thing/hub/vqserial/<keyWords>/<pageNumber>
» listing by factory status — /api/thing/hub/teststatus/<factoryStatus>/<pageNumber>
* listing by user id - /api/thing/hub/userid/<keyWords>

Request [GET]

Response

[

{
"id": "5c29545455s5d56f45sd4f6",

"status": "ONLINE"

< Manage Hubs
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Tab Navigation, Search by status

ALL (10) CONNECTED (10) DISCONNECTED (12) Al ~ Search SEARCH

Single Hub row

Test status Create date Last tested date Last tested by Al Identi

e denity View
U oenTiey | view

Serial Number Hub status

1 5c29c822b261313beach300b ONLINE Failed Mon, 31 Dec 2018 07:41.22 Tue, 07 May 2019 05:07:36 Rimzan

Identify Hub

APISs : api/thing/test/<hubld>/<statusColor>
Request : POST

Response :

“httpCode”:200,
“statusCode” :null,

“description”:”0K”,
“data”:{},
“meta” :null

IDENTIFY

\
\

Device Identify

PLAY GREEN PLAY RED PLAY YELLOW

CLOSE

View Button
view button is used for navigating into single hub details.



Single Hub View
single view of hub consists of Devices, Locations, Test history, Hub Unlink, Rules & Contacts

* Add Device

* Add Location
e Test Hub

e Addrules

* Add Contact

< Manage Single Hub

[& Details of Single Hub

55 Home
Factory Test Status  Success Owner Type VQ Last Online Date Time Tue, 07 May 2019 07:47:49 Notification List has to be here..!
Status ONLINE VQ Serial SVHSZW0799998B1 Updated Date Time Tue, 07 May 2019 07:47:49
Hardware Version 0.1 IMEI Created Date Time Mon, 04 Mar 2019 06:43:39
Software Version 02 iccip

® Devices 9 Location

Loading
= Tri Sensor = Range Extender
i online i offiine
£ Events history
= Battery O Motion Power Level
= 10% Detected = 10w
. No Event toStatuss
» Temperature Luminance
R 400 1 Battery Level 100 Wed, 13 Mar 2019 05:40:28
= Nano Mode
B ofine 2 Pressed button 4 Wed, 13 Mar 2019 05:40:26 view
~ Door 3 Extender 100 ‘Wed, 13 Mar 2019 01:25:58 VIEW
[ - Battery
offiine [ | 0w Value
10% 4 Security system OFF Wed, 13 Mar 2018 01:25:56 VIEW
Battery O 5 Battery Level 93 Wed, 13 Mar 2019 01:25:32
= 10%
6 Battery Level 100 Wed, 13 Mar 2019 01:25:12 VIEW
_ 7 Extender 0 Tue, 12 Mar 2019 08:56:33 VIEW
8 Battery Level 0 Tue. 12 Mar 2019 08:58:30
i Q
9 Testhistory . o T 5 088 G55

LOAD MORE RECORDS

No Tested on

No Records

& Hub Unlink

Tesing

Rules
B Contact list

Rule jew
Relation atact Number jew

Ipsum Lorem Ipsum
mohamed brother 0778966336 view

Ipsum Lorem Ipsum
insat son 0778966335 view

Ipsum Lorem Ipsum
Kevin de kuzman friend 0778966337 view

Ipsum Lorem Ipsum
Shahma sister 0778966337 view

Ipsum Lorem Ipsum

Ipsum Lorem Ipsum

Ipsum Lorem Ipsum

Ipsum Lorem Ipsum

Ipsum Lorem Ipsum

Ipsum Lorem Ipsum



Device Component

API: have to be coded

@ i ADD DEVICE
@ Devices EEEE ~_

~

= Tri Sensor = Range Extender \
§ online § offline
: Add Device - ID:
Battery Motion Power Level evice
- 109 'IDI' Detecte - 10% c, please enter your email addre will
Device Name
-~ lemperature Luminance
PH o m -
10 400 Serial Number
= Nano Mode
i ) Select Type -
offline
CANCEL  ADD DEVICE
= Door
Ll offling - i iJn value AddD i
10% evice
Batte Door
| imatd ]
10% Detecied

Device view Components

Events History

API : /api/thing/event/<serialNumber>
Request : GET
Response

£ Events history

Event oStatus dateTime
1 Battery Level 100 Wed, 13 Mar 2019 05:40:28 VIEW
2 Pressed buton 4 Wed, 13 Mar 2019 05:40:26 VIEW
3 Extender 100 Wed, 13 Mar 2019 01:25:58 VIEW
4 Security system OFF Wed, 13 Mar 2019 01:25:56 =
5 Battery Level 93 Wed, 13 Mar 2019 01:25:32 =
6 Battery Level 100 Wed, 13 Mar 2019 01:25:12 VIEW
7 Extender o Tue, 12 Mar 2018 08:58:33 VIEW

8 Battery Level o Tue. 12 Mar 2018 08:58:30 VIEW

9 Pressed button o Tue. 12 Mar 2019 08:58:30 VIEW

LOAD MORE RECORDS.



Load more records

when user click on LOAD MORE RECORDS button, popup table shall be displayed.

T bution

LOAD MORE RECORDS..

2014 U8 5850

dateTime

Wed, 13 Mar 2010 05:40:28

Wed, 13 Mar 2019 05:40:26

Wed, 13 Mar 2019 0125:58

Wed, 13 Mar 2019 01:25:56

Wed, 13 Mar 2010 01:25:32

Wed, 13 Mar 2019 0125:12

Tue, 12 Mar 2019 0858:33

g

. 12 Mar 2019 08:58:30

4

e, 12 Mar 2019 08:58:30

2

le. 12 Mar 2019 08:58:29

LOAD MORE RECORDS.

nade1s_switch_aimmer

ode16._battery_level

ode17._battery_level

ode18_swich_dimmer

5_battry_level

6_scene_number

7_vatery_tevel

cLose

View All Events
. .
view single Event
single event row
Mo Event ISiatus

1 Battery Level 100

ga

ieTime

Wed, 13 Mar 2019 05:40:28

Battery Level

Data Value
id 5cB897cch261312cfbal 7195
dateTime 2019-03-13T05:40:28.3897

fromStatus NULL

itlemName zware_device_zware_server_nodel6_battery_level

|label Bartery Level

location

serial d3cb0b612934310d046a9e4cdacifis2
toStatus 100

CLOSE

(Y.
view

VIEW



Test History

API : /api/thing/test/result/serial/<serial Number>/<pageNumber>
Request : GET
Response

D Test history

10

view single Test history
view single Test history

‘Wed, 02 Jan 2019 09:04:49

‘Wed, 02 Jan 2019 09:08:29

Thu, 03 Jan 2019 07:35:24

Thu, 03 Jan 2019 07.36:40

Thu, 03 Jan 2019 07.54.18

Thu, 03 Jan 2019 07:56:49

Thu, 03 Jan 2019 09:40:45

Fri, 04 Jan 2019 01:29:08

Fri, 04 Jan 2019 01:30:01

Fri, 04 Jan 2019 02:06:28

Tested By
Tested By

5c25876eb2613f05efafaal2

5c25876eb2613f05efafaai?

5c25876eb261305elafaal2

5c25876eb2613f05efafaal2

5c25876eb2613105efafaal2

5c25876eb2613f05efafaal2

5c25876eb2613f05efafaal2

5c25876eb2613f05efafaaf?

5c25876eb2613f05efafaaf?

5c25876eb261305elafaal2

LOAD MORE RECORDS...

Wed, 02 Jan 2019 09:04:49

view single Test history pop up

API : api/thing/test/result/<id>
Request : GET

Response:

LED is not working noted

SPEAKER is not working

sdfdsf sdf

zxsdfdst

zxsdfdst

5c25876eb2613f05efafaal

QC-TEST

Network
LAN Connection Detected: lse

WiFiDetected: e

Request Console

Comment View

VIEW

LED is not working noted

Hub Test Result

testedDateTime : Wed, 02 Jan 2019 09:04:49
testedBy : 5c25876eb2613f05efafaaf2

SIREN : PASS
LED: PASS
SPEAKER : FAILED

comment : LED is not working noted

CLOSE




Hub Test — Quality control test

€9 Test history

UsB

Network LED: TEST PASS FalL  false
LAN Connection Detected : false .

Siren: TEST PASS FAL  false
WiFi Detected?: false

Speaker: TEST PASS FaiL  false

UsB

x Network Rest Button (top): TesT false
Z-Stick Detected?: false

4G Dongle Detected?: false Firmware Reset Button (bottom right): TeEsT false
L3 Power source: TEST false

SIMID:""
Test Comment :
Power source : 0

Request Console

Save Status :

QC-Portal Serial Number

[ cLosE | | save |




Start Testing Network

LAN Connection Detected : true

WiFi Detected? : true

API : /api/test/<hubSerial> USB
Request: POST

Response: Z-Stick Detected?: true

? =
T T Dol 4G Dongle Detected? : true

“power: {..}, IMEI : "56464566545646"

“usb”: {...}

SIMID : "54366546546"

Power source: 10

usBe
LED: TEST PASS FAIL  true
Component testing _ Siren: TEST PASS FalL  true
API : api/<hubSerial>/<components> —— —Seealac: R B EEN T
~ — B
Request: POST \\\\ ~ Network Rest Button (top): TEST  true
Response: —

y — Firmware Reset Button (bott;ﬁ;l;l\rlrgm)f TEST  true
~—

—
T~
Power source i TEST  true

{
“httpCode”:200,
“statusCode” :null,
Test Comment :|

Save Status

SAVE STATUS e

API : api/<hubSerial>/<components> — .
Request: POST QC-Portal Serial Number

{

“serial”:...,

“result”:{...},

[ cLosE | | save |




Test History LOAD MORE RECORDS.

QC Test Histrory

LED is not working noted
SPEAKER is not working

sdidst sdf

zxsdfdsf

Zxsdfdsf

5c25876eb2613f05efataaf2

5c25876eb2613f05efataaf?

5c25876eb2613f05efataal2

5c25876eb2613f05etataaf2

5c25876eb2613f05efataaf?

5c25876eb2613f05efataaf?

5c25876eb2613f05efataal2

5c25876eb2613f05efataaf2

5c25876eb2613f05efataaf?

5c25876eb2613f05efataal2

5c25876eb2613f05etataaf2

5c25876eb2613f05efataaf?

5c25876eb2613f05efataaf?

LOAD MORE RECORDS...

Wed, 02 Jan 2019 09:04:49

Wed, 02 Jan 2019 09:08:29

Thu, 03 Jan 2018 07:35:24

Thu, 03 Jan 2019 07:36:40

Thu, 03 Jan 2019 07:54:18

Thu, 03 Jan 2018 07:56:49

Thu, 03 Jan 2019 09:40:45

i, 04 Jan 2019 01:29:08

i, 04 Jan 2019 01:30:01

. 04 Jan 2019 02:06:28

. 04 Jan 2019 04:47:00

i, 04 Jan 2019 04:47:10

i, 04 Jan 2019 04:58:32

API: /api/thing/test/result/serial/<serial Number>/<pageNumber>

Request: GET
Response:




Location
~ API hasn’t been provided yet.

Q@ Location ADD LOCATION

Loading

Add Location

Add Location - ID:5¢c84734ab2613f7d3163¢c90f

To subscribe ta this website, please enter your email address here. We will
send updates occasionally.

Location Name

CANCEL  ADD LOCATION

Contact list
~ API hasn’t been provided yet.

Contact list ADD CONTACT

Name Relation Conatact Number view
mohamed brather 077B966336 view
insaf son 0778966335 view
Kevin de kuzman friend 0778966337 view

Add Contact

To subscribe to this website, please enter your email address here. We will
send updates occasionally.

Contact Name

CANCEL  ADD CONTACT




Rules
~ API hasn’t been provided yet.

ADD RULE
Rules &5
Rule Types view
Ipsum Lorem Ipsum VIEW
Ipsum Lorem |psum VIEW
Ipsum Lorem Ipsum VIEW
Ipsum Lorem Ipsum =
Ipsum Lorem Ipsum VIEW
Ipsum Lorem Ipsum VIEW
Rule view
Rule 1
Let Google help apps determine location. This means sending anonymous
location data to Google, even when no apps are running.
| Delete | Edit
CLOSE
Add Rule

Add Rule - ID:5¢84734ab2613f7d3163c90f

To subscribe to this website, please enter your email address here. We will
send updates occasionally.

Select Rule

Select Rule -

CANCEL ADDRULE




User Un-Link
~ API hasn’t been provided yet.

&2 Hub Unlink
Tesing
Hub Users

~ has to be updated



Manage Users

customer support people who works with vesta.

PORT : 3006/users

Users

Manage Users

const usersOption = {
loglevel: “debug”,

(C1ge [k lhttps: //dev-smarthome. vgbn. com/api/

changeOrigin:true

odule.exports = function (app){
app.use(‘/qc/vl’, proxy(userOption))

User list

API: qc/v1/user/list
Request : GET
Response:

Manage Users

ADD USER

Usemame User Type Last Login o Created o Last Updated o Actions

Admin Admin Mon, 06 May 2019 07:56:01 Thu, 27 Dec 2018 03:37:56 Tue, 30 Apr 2010 03:48:33
TestingRimzan User Thu, 01 Jan 1970 00:00:00 Thu, 27 Dec 2018 07:45:11 Thu, 27 Dec 2018 07:45:11
prem User Sun, 13 Jan 2019 15:56:23 Fri, 28 Dec 2018 02:43:00 Thu, 10 Jan 2019 04:35:12
rimsan User Mon, 29 Apr 2019 07:18:09 Fri, 28 Dec 2018 02:16:14 Fri, 28 Dec 2018 02:16:14
rimsn User Thu, 01 Jan 1970 00:00:00 Tue, 30 Apr 2019 06:39:53 Tue, 30 Apr 2019 06:39:53

wy_testerl User Mon, 14 Jan 2019 06:38:08 Tue, 08 Jan 2019 01:36:36 Tue, 08 Jan 2019 01:36:36


https://dev-smarthome.vqbn.com/api/

Add New user
API: /gc/v1/user (with API_KEY)
Request: POST

ADD USER

Add new user

Username: |
Password:|

Type : juser

Note : password', size must be between 6 and 128

ADD USER CLOSE

View Single User

Usemame User Type Last Login'on Created or

Admin Admin Man, 06 May 2019 07:56:01

API for view button

API: /qc/v1/user/<userID> (with API_KEY)
Request: GET
Response:

Thu, 27 Dec 2018 03:37:56

Last Updated on

Tue. 30 Apr 2019 03:48:33

API fro change the password
API: /qc/vl/user <
Request: PUT

Admin

Username : Admin

User Type : Admin

Create on: Thu, 27 Dec 2018 03:37:56

Last Login on : Mon, 06 May 2019 07:56:01
Last Update on : Tue, 30 Apr 2019 03:48:33

| o Change Password

B

—| change Password |




Billing
Billing module has to be done

.$.

Billing

Billing
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